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Personal data is a tradable commodity

Dark web

Breach monetization
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have | been pwnde

Before the victim knows

285 5,070,707,149 70,549 717,227,844
pwned websites pwned accounts pastes paste accounts
Largest breaches Recently added breaches
@ 711,477,622 Onliner Spambot accounts ¥ 26,151,608 Ticketfly accounts
593,427,119 Exploit.In accounts 777,649 ViewFines accounts
457,962,538 Anti Public Combo List accounts B 24,853,850 VNG accounts
@ 303,430,309 River City Media Spam List accounts 1773 7,485,802 17173 accounts

s 359,420,698 MySpace accounts 10,371,766 TGBUS accounts

s 234,842 089 NetEase accounts HL e 188,847 ILikeCheats accounts
in 164,611,595 LinkedIn accounts E 6,844,490 CashCrate accounts
152,445 165 Adobe accounts TRRINGA! 27,971,100 Taringa accounts
o= 112,005,531 Badoo accounts @ 386,489 Smogon accounts

) 105,059,554 B2B USA Businesses accounts sl 13,873,674 HIAPK accounts
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Home Notifyme Domainsearch  Who's been pwned Passwords APl About Donate BIP

'“--have i been pwned?

Check if you have an account that has been compromised in a data breach

https://haveibeenpwned.com



https://haveibeenpwned.com/
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Two Biggest Causes

1. Weak Passwords 2. Same password across sites
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Weak Passwords

» Common components of easy-to-hack passwords:
. Repeating previously used passwords

. Names of close family memibers or friends

. YOUr name

. Words in the dictionary

. Common names

. Repeating your user id

. Keyboard patterns and swipes (i.e., 123456 or
QWERTY)

NON~OO N~ OWDN —

» https://howsecureismypassword.net/




Different Passwords for different sites a2

Huge Pain but |Idedl

Not Important Sites
(Same and strong)

Middle Ground:

» Sensitivity segments: Somewhat Important Sites
» Low (News websites, etfc.) (Same but very sirong)
» Medium (Facebook, Twitter, etc.)

» High (EBanking, Google Account, etc.) Important Sites
(Different per site)




Strong memorable passwords - Problem

» Human brain sucks at remembering random character sequences.
» However, we're good at remembering meaningful phrases.

» Associative memory works much better than “random” memory.
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Strong memorable passwords - Solution

» A gquote from a movie. Wilhelmus van Nassouwe. Ben ik van
: Duitsen bloed
» Aline from a song.

» A proverb oridiom, etfc., efc.

» IDEAL = Words from two languages




Wilhelmus van Nassouwe. Ben ik van Duitsen bloed

Wilhelmus van worstenbroodije. Ben ik van Duitsen bloed

WIh Im sv nw rst nor dj- B nkv nD ts nbl d

WIihimsvnwrstnbordiBnkvnDisnbld

WIihimsvnwrstnlbord]

\ng8'(Fc%x&Lk<6F
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Sharing Passwords

» Self-destruct One fime use messaging

https://codebeautify.org/send-snap-message
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Use Password Managers

Say to
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Change Password Frequently

Best case: Once a month
Worst case: Every SIX months




Use 2 Factor Authentication
_|_

Single Sign-on

1. Set your google account to use 2FA
2. Use Google Account as your Login Identity
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Trusting a site

https://www.google.nl n Certificate

c B Secure hit W. a, ﬁ Certificate Information

This certificate is intended for the following purpose(s)

Connec SECUTE = Ensures the identity of a remote computer

Your information (for example, passwords or credit
card numbers) is private when it is sent to this site.

Learn more

B Certificate [Valid) Issued to: =.google.com
& Cookies (14 in use) Issued by: Goodle Internet Autharity G3

L& Site settings Valid from 15-May-13 to 08-Aug-18




Trusting a Public WiFi

Sorry.
you CANNOT trust a public WiFI

So please stay away!
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Attacker steal g
user’s credentials LEGITIMATI
/ wq fake pages i e }

Man in the Middle “
Attack (MITM) N

Complete Manipulation of Data

Packets Man in the Middle Attacks

- Monitoring

- Eavesdropping

' Alterin g Visit http://some-shop.com Visit http://some-shop.com
) . Welcome, please log in Welcome, please log in

- Discarding

Login as Philippe Login as Philippe ]
Welcome Philippe @ Welcome Philippe @ @'

If Public Wifis are Unavoidable

Send items to address X @ Send items to address A &)
: Use a secure VPN Iltems will be sent to X Items will be sentto A

some-shop.com




Dedicated Devices
to prevent MIiTM
attacks

-  Keezel
- Cujo
- Dojo

. efc.
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Vulnerabillity — 3 Victims

Passwords
Individual
Security

Interested in a tech-talk about vulnerabilitye
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Helpful Resources

https://haveibeenpwned.com/

https://howsecureismypassword.net/

https://codebeautify.org/send-snap-message

hitps://www.lastpass.com/

https://1password.com

hitps://www.dashlane.com/

https://eu.keezel.co/

https.//vimeo.com/154958732
(Presentation by the author of Have | been Pwned)
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https://haveibeenpwned.com/
https://www.lastpass.com/
https://codebeautify.org/send-snap-message
https://www.lastpass.com/
https://1password.com/
https://www.dashlane.com/
https://eu.keezel.co/
https://vimeo.com/154958732
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About e2e Group

International Software Company (Rotterdam, Lahore, San Francisco)

Software Venturing, Incubation, Technology Consultancy

Achieving the right architectural mix of Open Source and Commercial technology for the enterprises
» Scalability, Security, Sustainability

Smooth journey from MVP to full-scale enterprise systems



Thank You & Questions

hitps://e2egoc.com Download this presentation
Ageel Ahmad https://e2egoc.com/individual-security/
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